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Resilience is
an operating
discipline,
not a product.
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02 Workload availability and
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03 Data availability and
storage resilience
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Operational resilience is shaped by how
infrastructure is designed, maintained

and operated every day. It depends on
architectural decisions, operational discipline

and platform capability working together.

VMware Cloud Foundation (VCF) is a private
cloud platform from VMware by Broadcom
that integrates compute (VSphere), storage
(VSAN), networking and security (NSX), and

an automation and operations layer (VCF
Operations and VCF Automation) into a single,
validated stack. It is designed to be deployed
and operated consistently across on-premises,

edge and certified cloud environments.

This guide examines how the technical
capabilities of VCF support operational
resilience across five core areas. The focus is
not on listing features, but on understanding
how platform design choices reduce

operational fragility.

04  Observability and
operational risk detection

o5 Network policy consistency
and containment
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and
platform consistency

A significant proportion of unplanned outages are caused by
poorly coordinated maintenance: patches applied in the wrong
sequence, upgrades that introduce version mismatches between
layers, or configuration drift that accumulates over time.

These are not dramatic failures, but they are persistent sources of
operational risk.

VCF Operations fleet management (formerly SDDC Manager)
automates validated, full-stack lifecycle updates across vSphere,
VSAN, NSX and VCF Automation components, from initial platform
deployment through to patching and major version upgrades.

Pre-upgrade assessments evaluate the environment for
compatibility issues before changes are introduced. Updates
are applied in a rolling, workload-aware sequence that uses live
migration to maintain application availability throughout the
maintenance process. Because the lifecycle is managed at the
platform level rather than component by component, the risk
of version mismatches and configuration drift is significantly
reduced.

In VCF 9, additional day-two operational workflows have moved
into VCF Operations, including backup configuration, DNS

and NTP settings, certificate management and password
management, which means fewer separate tools and fewer
opportunities for inconsistency.

Routine maintenance becomes more predictable,
version mismatch risk is reduced, and cross-stack
change is easier to govern.
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and
maintenance
continuity

Business-critical workloads need to remain available during
both failure events and planned maintenance windows. If
every hardware fault or firmware update carries a risk of service
interruption, the environment is operationally fragile regardless
of how robust the design looks on paper.

At the compute layer, capabilities such as vSphere HA, vMotion,
DRS and, where needed, Fault Tolerance support a platform
that can absorb host failure, rebalance workloads and undergo
mMaintenance without unnecessary service interruption.

When combined with VCF's lifecycle management, the result is
an environment where planned maintenance does not require
service windows that affect business users.

Operations teams can carry out maintenance,
host replacement and capacity expansion with far
less reliance on business-facing downtime windows.
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and storage
resilience

Operational continuity depends on data being available,
consistent and protected. A single disk or controller failure
should not create a data availability event. Equally, storage
operations should not require separate management tooling
that adds complexity and coordination overhead.

VSAN provides a distributed storage layer in which data
placement and resilience are governed through policy. Data

is mirrored according to defined failure-tolerance settings,
meaning that when a disk, controller or host fails, data remains
accessible and the platform automatically rebuilds components
to restore policy compliance.

Because VSAN is integrated into the VCF stack, storage policies
are applied and enforced at the platform level rather than
through a separate management interface. This reduces
operational complexity and ensures that storage resilience
settings are consistent with the broader platform governance.

For multi-site environments, VSAN stretched clusters provide
synchronous replication between geographically separated
locations, with a witness component to maintain quorum. This
supports near-zero data loss for critical workloads across sites.

Data remains available and protected without
dependence on complex external storage failover
mechanisms. Storage resilience is governed
within the same operational model as compute,
networking and lifecycle.
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and operational
risk detection

Resilience is not only about recovery. It is about detecting
emerging risk before it becomes an incident. Organisations that
rely on reactive monitoring tend to experience longer resolution
times and more frequent business-affecting events.

VCF Operations provides a unified observability layer that
correlates performance telemetry, capacity utilisation,
configuration state and compliance status across compute,
storage, networking and management services into a single
operational view.

Predictive analytics and capacity forecasting identify resource
constraints before they affect service delivery. Anomaly detection
highlights deviations from expected behaviour that may indicate
instability, misconfiguration or emerging operational risk.
Configuration drift monitoring ensures that the environment
remains aligned with its intended design.

In VCF 9, VCF Operations also extends the operational surface
for fleet-level management, including certificate, password
and identity-related controls. This consolidation means a single
operational surface for both infrastructure health and platform
governance.

Operations teams can identify and address issues
before they affect business services. A unified view
across infrastructure domains reduces blind spots
and accelerates root cause analysis when incidents
do occur.

06



THE RESILIENCE
OUTCOME

TRIANGLE ° VCF GUIDE

and
containment

Network disruption can cascade quickly into wider service
impact. And when a security incident occurs, the ability to
contain lateral movement is critical to limiting the blast radius.
Both depend on how consistently network and security policy is
defined, applied and maintained across the environment.

Within VCF, NSX allows network and security policy to follow
the workload rather than remain tied to the underlying
physical network. That means workloads can move, scale or
fail over without requiring the same level of manual network
reconfiguration.

Because routing and security services are distributed, the
network layer is less dependent on central choke points. Micro-
segmentation also makes it possible to apply policy at the
workload level, helping to restrict lateral movement and contain
incidents more precisely.

For multi-site environments, logical networks can span data
centres so that workloads retain their network identity and policy
context during failover scenarios. That reduces the operational
overhead of recovery and helps avoid the need for emergency
network redesign under pressure.

Network and security policy becomes more
consistent, portable and enforceable at workload
level. Containment is built into the operating model
rather than applied only as a response measure, and
network-related operational risk is reduced through
more centralised governance.
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A triangle

Technology capability only becomes resilience

From platform value when it is designed and operated well.
og® That is where Triangle's role sits. Triangle has

ca pa bl I Ity to worked with VMware technologies for over

20 years and is recognised as a Broadcom

o
operatlonal Pinnacle partner, with Broadcom Knight
om® certification in VMware Cloud Foundation.
resilience

We design, deploy and operate VCF-based
environments as part of our managed services.

Our delivery model is built on architectural

continuity: the same senior architects who
To discuss how VCF fits into design the platform remain involved through

your wider operational resilience day-to-day operations, ensuring that every
model, talk to the Triangle team.

change, upgrade and capacity decision is

. . informed by both the original design intent
WWW-t"angleole and the evolving business context.

Our managed services for VCF focus on the
disciplines that keep resilience real after
go-live: lifecycle management, patching,
monitoring, incident response, architectural
governance and ongoing platform review. The
aim is not simply to support the environment,
but to keep it aligned and resilient as business

needs evolve.

TRIANGLE VMWARE CREDENTIALS

A Broadcom Pinnacle Partner A 20+ years
Highest tier of Broadcom partnership Continuous VMware partnership

A Broadcom Knight Certification A 200+ VMware certifications
Accredited for VMware Cloud Foundation Held across the Triangle engineering team

A 5 master service competencies

Specialist-level capability across core
domains
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