3-Part Guide to Developing a BYOD Strategy

An IT admin’s guide to implementation considerations
and best practices when developing a BYOD strategy
As the consumerization of IT continues to grow, so has the popularity of Bring Your Own
Device (BYOD) programs in the workplace. Organizations have recognized that allowing
employees to use their personal devices to access company resources not only reduces costs,
but also increases employee productivity, effectiveness and job satisfaction. BYOD enables
organizations to drive mobile accessibility by enabling employees to integrate their personal
and work lives to be productive on any device, any time and any where.
Although today’s savviest enterprises are leveraging BYOD, common challenges such as
user experience, employee privacy, and program functionality are inherent. If not properly
addressed, these issues can lead to low adoption rates and even program failure. This document
is intended for organizations that are contemplating implementing a BYOD program or for
business leaders and IT personnel already in the planning stage. This guide assumes that your
organization already leverages an OEM-agnostic enterprise mobility management (EMM)
solution that can accommodate both employee- and corporate-owned devices. Specifically,
it addresses three components of a comprehensive BYOD strategy that will not only help
administrators adequately prepare, but also build, implement, and sustain a successful program.
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PART 1: Outline a Policy

For the organization, a BYOD policy needs to manage risk and maintain IT compliance and
security. For the end user, it should protect the privacy of personal information stored on the
device, and be seamless enough to promote productivity. Before you get started, you’ll need
to outline basic policies and rules based on device- and user-level considerations that will make
your program as effective as possible. With custom Terms of Use (TOU) agreements based on
user role, organization group and device platform, users can be informed about what data will
be captured and what functions enterprises can access on the device.

Device-Based Considerations
A BYOD program entitles users to bring in any device of any operating system
or platform to access corporate applications and data. This can include personal
laptops, mobile phones, tablets and/or wearable technology. As administrators of
the program, you will need to specify:
• What types of devices will be supported
• What operating systems and versions will be supported
• The maximum number of devices allowed per user
Minimum Device Security
Once a device is enrolled into a BYOD program, administrators can set the
minimum device security requirements for connecting to corporate resources,
without removing access to personal applications such as camera, music or social
media. Some of the common minimum device standards to consider include:
• Passcodes – the first level of security to prevent unauthorized access. You can
specify length and complexity levels.
• Restrictions – restrict access to specific features or services, i.e. browser or Bluetooth
• Certificates – used to validate the user and device. You can associate functions to
the certificate so that those functions can be removed if the certificate is revoked.
Terms of Use
With the melding of personal and corporate data on one device, terms of use
agreements need to be drafted, shared, and electronically signed so end users are
informed of the business’s rights.
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User-Based Considerations
User Privacy
The biggest objection to BYOD adoption is the concern for user privacy. From the
organization’s perspective, allowing an employee to access company apps, data
and information from a personal device requires strict security measures, such
as the need for a passcode and certain restrictions. For users, the main concern
is that their personal data and apps may become visible and even manageable,
resulting in a breach of privacy. IT administrators should carefully think though the
rules and policies associated with user privacy, including what data and activities
will be monitored and which device functions will be controlled by IT. To ensure
that privacy settings are not perceived as violating a user’s personal privacy, it’s
important to develop a clear end-user communication plan.
Factors to consider include:
• What admin controls IT has over an enrolled device
• Exactly what data can be seen or monitored
• Who in the organization can assist with privacy inquiries

User Groups
Frequently, there can be a need to offer varying levels of accessibility or restriction
based on level of employee responsibility or job title. IT admins can create user
groups with tiered policies for security, privacy, and app distribution based on
device ownership. User groups allow you to:
• Assign varying access levels to user groups for security reasons
• Group users based on role/function/division/location, etc.
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PART 2: Prepare the Infrastructure

Now that you have considered the fundamental rules for device- and user-level restrictions,
it’s time to configure parameters at a deeper level to set rules for content access, as well
as compliance and remediation. These technical considerations are crucial to ensure that
corporate data is kept secure by restricting access to only those devices that meet corporate
security requirements.

Email Access
Employee access to email is critical to the success of a BYOD program. This
functionality must be secured so that corporate email remains within the managed
app set on the device. For this function, admins need to consider:
• What method is approved for employees to access email, such as a managed email
account that can be removed when the employee leaves the company
• Ways to mitigate access from unmanaged devices or unauthorized mail clients
• Which applications can open, edit, save and share email attachments

Corporate App Access
Employees rely on applications on their devices to maintain productivity. Applications
can come in many different forms such as web, SaaS and mobile apps, and can be
distributed in two ways:
1. Self-service application access – users may select apps through an enterprise app
catalog and download onto their device
2. Admin-provisioned app access – made available to users automatically by IT, often
due to a licensing or approval requirement
The decisions that need to be made for application access include:
• Which apps will be managed by IT and which ones will not
• Identifying which applications are available to users through a self-service catalog
• Identifying which apps will be automatically pushed to enrolled devices
• How to manage the reimbursement for apps purchased from a public app store
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Compliance
Compliance rules are a set of rules that ensure that all devices abide by the BYOD
policy. Compliance violations can vary in severity, ranging from a missing passcode to
a jailbroken device attempting to access sensitive corporate data.
Common violations in a BYOD program include: not accepting terms of use,
unauthorized passcodes, device last seen/checking-in, compromised status, and
having an unsupported OS version.
For maintaining compliant devices in a BYOD program, administrators should
consider:
• What compliance rules will be necessary for your company
• A compliance escalation process for continual violation of set policies (i.e.
notifications to IT or manager, blocking functions on device, revoking access to
apps, or even a wipe of enterprise data from the device.)
• Measures to allow users to remedy their own basic compliance violations through
warning, notifications and instructions for issues of lesser severity
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PART 3: Develop an Implementation Plan

Once you’ve developed a comprehensive BYOD policy and thought about how to prepare the
infrastructure based on that policy, the last thing to consider is how to roll out the program
to the company and drive adoption. This section outlines recommendations for a successful
company-wide implementation.

Conduct a Pilot and Phase the Rollout
A pilot phase will help validate features, functionality and use cases within a
small group in your organization. To make the most of your pilot program, we
recommend these general best practices:
• Select a pilot group and collect targeted feedback on each component of the
solution. Where possible, the pilot group should include a representative
cross-section of the workforce to ensure diverse feedback.
• Establish a structured timeline by defining what functions need to be tested
and when.
• Test all instances and functions - such as enrollment process, email, and access to
internal docs and apps – across different operating systems and device types.
A phased rollout helps avoid overwhelming users with too much at once and
progressively shows the benefits of the program.
• Phase the availability of capabilities and ensure it is completed before full
implementation of program.
• For each phase, determine user groups given access, supported devices, policies
applied, and timing.
• Rollout may be phased based on geography, department, job function, etc.

Provide End-user Support
Once you begin the rollout process for your BYOD program, it is imperative to support
employees throughout the change by providing clear internal communication and
marketing initiatives, as well as adequate training for users.
Internal Communications and Marketing
Internal communications and marketing play a big role in the successful rollout of
a BYOD program. The idea is to educate and excite users about the new tools they
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will be able to use, while simplifying their day-to-day work. The creation of clear
company communications and internal adoption campaigns are an effective way to
raise awareness of the new technology and educate users on the benefits to them.
Examples of topics that an internal campaign should address are:
• Software functionality and limitations
• Key milestones for rollout schedules and impact to user groups
• Instructions for device enrollment
• Benefits of program adoption for individuals
• Specify the terms of use, i.e. access requirements, privacy, compliance policies
Staff Training
Training is another key component of adoption and program success. Users need to
understand how to access and implement the new tools and resources available to
them. A few ideas of effective training tools are:
• Short training videos
• One -pager “cheat sheets”
• Scheduled IT workshops and drop-in clinics

Use Executive Sponsorship to Increase Adoption
Research shows that active and visible executive sponsorship is seen as the top
contributor to change-management success. For this reason, it is important to make
executive sponsorship a priority when implementing a BYOD program.
Executives as BYOD Program Advocates
Users are more inclined to enroll into a new program once they see that it matches
the strategic vision of the organization. Recruiting the top line to promote the
program lets employees know how important it is to the company.
Executives as Early Adopters
Even more compelling than an executive promoting a new program is an executive
actually using it themselves. This can help accelerate the uptake of the solution
across the organization. The voice of senior leaders brings a natural authority from
their positions of leadership. Users are more likely to join a BYOD program if they
can see first-hand success from those they trust. Increase the likelihood of your
program’s success by encouraging executives to:
• Be an early adopter of the program
• Advocate by matching their organization’s strategic vision with the program
• Help employees understand the productivity, efficiency and usability benefits of
the program
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Additional Tips and Resources
Simplify the User Experience
People are less likely to embrace a new process or technology if it’s too cumbersome or
time consuming. Implementing specific technical factors inside of the BYOD solution will
ultimately aid in making the employee experience seamless. Here are three main areas of
opportunity to provide a positive experience:

1. Simplified Enrollment Process
Streamlined enrollment in the BYOD program makes the
onboarding experience for users simple, and will increase
the likelihood that they recommend the program to
other employees. Integrating the EMM solution into the
company’s Directory Services environment allows employees
to use a common username and password.

2. Seamless App Integration
Successful BYOD rollouts give users access to their core apps
without being challenged for authentication every time
they use it. To achieve this, the solution should provide users
seamless access from a trusted, enrolled device. Enabling
single sign-on (SSO) and identity management to federate
application identities will streamline the process for the user.

3. Customized Branding
Customized branding of business applications, including
corporate logo and color schemes, allows users to easily
identify which apps on their personal device are for business
purposes. One way to implement corporate branding is to
configure an email signature for all users accessing email
on their BYO devices. This signature can specify that they’ve
been enabled by the BYOD program and can help accelerate
adoption within the organization, i.e. “Sent from my
smartphone enrolled in the <company> BYOD Program.”
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Mobility programs like BYOD have the potential to deliver real transformation and growth.
Employee productivity, user choice, device flexibility and lower operational costs are among
the many benefits achieved through successful BYOD program deployment. The key to
ensuring value is thoughtful, methodical BYOD program creation and implementation.
Using the strategies and tactics within this whitepaper, IT leaders and administrators alike
can begin creating a BYOD strategy that delivers the promised value of business mobility.
To learn more about how AirWatch® Enterprise Mobility Management solutions can help
you successfully implement and manage your BYOD program, visit www.air-watch.com.

AirWatch Global Headquarters
1155 Perimeter Center West
Suite 100 Atlanta, GA 30338
United States
T: +1 404 478 7500
E: sales@air-watch.com

About AirWatch by VMware
AirWatch by VMware is the leader in enterprise mobility management, with a platform
including industry-leading mobile device, email, app, content and browser management
solutions. Acquired by VMware in February 2014, AirWatch is based in Atlanta and can be
found online at www.air-watch.com.
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